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MESSAGING PERFORMANCE AUDIT

The Messaging Performance Audit is a review and analysis of the technical aspects of the Millennium®
system that can impact performance and stability. This report represents the findings of the analysis
along with recommendations to increase the performance or stability of the environment.
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Legend

The following icons are used throughout the report to indicate the following conditions:

@ Test Passed

A\ Warning

€) Issue Detected

€ Information

An analysis was performed, and no issues were detected. Items with a green
check mark count as a full point towards the sectional score shown in the
executive summary.

Issues were detected that may be an indication of clinical, financial, stability,
or performance impact. Items with a warning icon count as half a point
towards the sectional score shown in the executive summary.

Issues were detected that have clinical, financial, stability, or performance
impact. Errors count as zero points towards the sectional score shown in the
executive summary.

Issues were detected that have no clinical, financial, stability, or performance
impact. Informational items are not included in the calculation of sectional
scores for the executive summary.

Analysis Parameters

The analysis was performed based on the following parameters:

Client:

Domain:

Node(s):

Node OS:
Millennium® Version:

Oracle Version:

Data Gathered on Date:

Client Name

prod

HNAA, HNAB

AIX

8.4.3, HNAM Cumulative 04AUG2008
10.2.0.3

01-May-2009 through 15-May-2009

Softek Solutions, Inc. | Legend



Executive Summary
This report is based on data collected between 01-May-2009 through 15-May-
8 O % 2009. The technical analysis is categorized into four sections, and your site is given
a score based on the issues identified within these categories. Your overall score
based on 133 tests across all sections produced these results:

Test Passed: 58 test(s) were performed that passed.
Warning: 4 test(s) resulted in warnings.
Issues Detected: 13 issue(s) were detected.

eOP O

Information: 10 additional informational message(s) were generated.
The reflected score represents the results of the analysis as a whole.

Clinical and Financial Risks
The effective identification and management of the messaging systems in the
8 1 % Millennium® architecture can mitigate risks that affect patient data, the clinical
end-user experience, and financial figures. Without swift action on the identified
issues, your organization would expect duplicate or missing patient data, financial loss due to missed or
orphaned transactions, and missing tasks or orders. Within this section of the audit report, 70 tests were
performed, and the analysis has produced these results:

Test Passed: 56 test(s) were performed that passed.
Warning: 2 test(s) resulted in warnings.
Issues Detected: 12 issue(s) were detected.

eSO Pk O

Information: 0 additional informational message(s) were generated.
The reflected score represents the results of the analysis as a whole, as it relates to this section.

Clinical Queuing Inside Millennium®
Elements of the messaging system rely on processes managed by Millennium?®,
IBM MQ Series, Oracle, Charting, RRD, and the operating system to deliver

information to the clinical end-users. System anomalies can impact the retrieval of
data by the interactive user. Without effective management and maintenance of these system
processes, clinical queuing will persist, which will impact performance and throughput. Within this
section of the audit report, 5 tests were performed, and the analysis has produced these results:

Test Passed: 2 test(s) were performed that passed.
Warning: 2 test(s) resulted in warnings.
Issues Detected: 1 issue(s) were detected.

eSO PO

Information: 10 additional informational message(s) were generated.

The reflected score represents the results of the analysis as a whole, as it relates to this section.
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Clinical Queuing Outside Millennium®
Some elements of the messaging system reside outside of Cerner in the foreign
___0/ systems. Also known as Open Engine, this technology handles data flowing
inbound and outbound to and from Cerner as it relates to the foreign systems that
manage other aspects of the electronic medical record as a whole. Queuing in these areas can impact
theend-users ° abi | i temneetledinfarneatioa ih atimelytmAnner. Within this section of the
audit report, 2 tests were performed, and the analysis has produced these results:

Test Passed: 0 test(s) were performed that passed.
Warning: 0 test(s) resulted in warnings.
Issues Detected: 0 issue(s) were detected.

0Pk O

Information: 0 additional informational message(s) were generated.
The reflected score represents the results of the analysis as a whole, as it relates to this section.

Consistency/Stability Issues
Maintaining consistent system configurations within the environment is a key to
___0 improving efficiency in the clinical system. Consistency can improve overall
stability, ensuring that Millennium® is meeting end-user expectations with no
disruptive behavior. If ignored, inconsistencies will lead to instabilities within the system and will create
frustration, decrease satisfaction, and promote errors in clinical workflow. Within this section of the
audit report, 56 tests were performed, and the analysis has produced these results:

Test Passed: 0 test(s) were performed that passed.
Warning: 0 test(s) resulted in warnings.
Issues Detected: 0 issue(s) were detected.

eSO PO

Information: 0 additional informational message(s) were generated.

The reflected score represents the results of the analysis as a whole, as it relates to this section.
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Clinical and Financial Risks

Millennium® architecture can exacerbate risks that affect patient data, the clinical end-user experience,

and financial figures. Without swift action on the identified issues, your organization would expect

duplicate or missing patient data, financial loss due to missed or orphaned transactions, and missing

tasks or orders. Clinical and Financial Risks can reflect lost or incomplete data, which can lead to

consistent and detrimental impact to the end-users,aswellast 0 t he or ganline®dsd on’ s bo
risks can be caused by misconfigurations, events, sets of events, or errors in the Millennium®

environment.

Obsolete Services
It is important to disable any of the following services that have been deprecated. When these services
are left running on a current version of Millennium®, clinical or financial data could be lost.

Message Journal Server (0036)
@ No problems detected.

FSI ESO Comm Client Server (0254)
@ No problems detected.

Server Message Logs

Server Message Logs (*.MLG files) are used by the Millennium® processes to report information about
the internal workings of the server process. These logs are important to analyze for issues that can cause
clinical or financial risks.

Message Suppression (messages.suppress)

Within the Millennium® system, the messages.suppress file defines events that servers should suppress
from writing to message logs. The suppression of messages is appropriate in certain cases where the
message events are informational or un-actionable. However, events that represent clinical or financial
issues should never be suppressed.

@ Messages.suppress files were provided.
© Clinical or financial error messages could be suppressed.

Alert (alert.mlg)
© No nodes have an alert.mlg file.
© No new events have been logged in the last 30 days, due to no messages.alert files being
defined.

Mail Log (maillog.mlg)
@ No new events have been logged in the last 30 days.

Preference Manager (cmb_0025.mlg, HNAA)
© Preference events impacting clinicians
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e 25 {{transaction::0}}{{errcode::5009}}{{errspecific::5007}{{errmsg:: While processing Filter:
(prefgroup=xxxxxxxx.00) prefgroup=profit custom device
setup,prefgroup=reference,prefcontext=reference,prefroot=prefroot}}. The xxxxxxxx prefgroup
had four different values.

e 6,887 events were {{transaction::0}}{{errcode::5100}}{{errspecific::5007}}{{errmsg::Policy
expression evaluation returns empty string - Policy:

{(Sfacility&amp;Sdefault&amp;Sposition) | (Sfacility&amp;Sdefault) | (Sfacility&amp;Sposition) | (
Sdefault&amp;Sposition) | (Sfacility) | (Sdefault) | (Sposition

e 1,280 events were {{transaction::0}}{{errcode::5100}}{{errspecific::5007}}{{errmsg::Policy
expression evaluation returns empty string - Policy: {(Snurse
unit&amp;Sfacility&amp;Sorganization&amp;Sdefault) | (Snurse
unit&amp;Sfacility&amp;Sorganization) | (Snurse unit&amp;Sfacility&amp;Sdefault) | (Snurse un

@ No generic preference exceptions were detected.

@ No other preference exceptions were detected.

@ No additional error events were detected.

CPM Application Authorization (cmb_0050.mlg)
Not Authorized messages typically cause denial of logins or delays in loginsand,f r om a edini ni ci an

of view, instability issues because they will be rejected when they try to access a tab or button.

© Currently, there are applications logging Not Authorized messages at an extremely high rate.
The following is a list of the position_cd having these issues:

67486, 225107, 346637, 493758, 615915, 781799, 1122248, 1176740, 1176741, 1196619,
1480373, 1820672, 2559820, 3900447, 5116192, 5169483, 6494137, 6547498, 6598292,
7060996, 7061002, 7165331, 7165332, 7824782, 7824783, 7824784, 8507832, 8507833,
8507834, 8653710, 9873662, 9873736, 9873739, 9873740, 11310993, 12903136, 13653180,
13653242, 18333114, 22802964, 24491002, 93029735, 101878119, 103437541, 108443691,
133046275.

Application Authorization Failures

% of
Total Application
Messages| Number | Owner Description Text Object Name
89.13% 600036 Multum Dosing | DCP: Alert Viewer DCP: Alert Viewer | alertviewer.application
2.96% 100002 Discern Person Mgmt: DB Person Mgmt: Pmdbconv
Conversation Conversation
Builder builder
2.77% 5000 HNA: Common This applicationis | Server and Services
Tasks Application used by
(Granted Access to | components that
are imbeded in
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All users!) other application.
Application Tasks
under this
application are
granted to all
users.

2.62% 3071000 Discern Expert: DiscernNotification
Notification Client | Application

2.01% 407734 HNA: DB Launch RadLaunchApp
Applications Build
Tool

CPM Script Async (cmb_0054.mlg)
@ No QUE_CommitTransaction events were detected.
© There were 64 QUE_Put events detected on HNAB on 01-May-2009 between 16:38 and 21:58.
These are CPMSRVAUDIT events lost. The queue was full.
@ No SCRIPTA_ProcessFatalScriptError events were detected.

CPM Process (cmb_0055.mlg)
© Seven QUE_Put events were detected on 01-May-2009 between 16:43 and 17:06. They were all
for CPMSRVAUDIT events.
© No PROCESS_SrvExecFail events were detected.
@ No significant DBAPI_FatalScriptErr events were detected.

CPM HNAM Agent (cmb_0066.mlg)
@ No HNAM_KillServer events were detected.
@ No HNAM_KillStoppingServer events were detected.

ORM Order Write Sync (cmb_0101.mlg)
@ No significant DBAPI_FatalScriptErr events were detected.

No InvalidSpecimenType events were detected.
ProcessErrorltem events were detected on HNAA and HNAB.
ProcessScriptError events were detected on HNAA.

No Rad::BuildOrderRad events were detected.
No Rad::PrevMammoStudy events were detected.

(I <

@ e

No GetFreqld events were detected.
No Rad::Cmp_RadOrd_Detail events were detected.
No Rad::ProcessRadOrder events were detected.

@9
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ORM Order Write Async (cmb_0104.mlg)
© 787 QUE_Put events were detected on 01-May-2009 between 16:36 and 22:28. They were all
for CPMSRVAUDIT events. The queue was full, per the message log.
No significant DBAPI_FatalScriptErr events were detected.
No InvalidSpecimenType events were detected.
ProcessErrorltem events were detected on HNAB.
No ProcessScriptError events were detected.
No Rad::BuildOrderRad events were detected.
No Rad::PrevMammoStudy events were detected.
No GetFreqld events were detected.
No Rad::Cmp_RadOrd_Detail events were detected.
No Rad::ProcessRadOrder events were detected.

(IR < < << I < (<

ORM Write Sync for FSI (cmb_0107.mlg)
No significant DBAPI_FatalScriptErr events were detected.

S

No InvalidSpecimenType events were detected.

No ProcessErrorltem events were detected.

No ProcessScriptError events were detected.

No Rad::BuildOrderRad events were detected.

No Rad::PrevMammoStudy events were detected.
No GetFreqld events were detected.

No Rad::Cmp_RadOrd_Detail events were detected.

(I I < B < <<

No Rad::ProcessRadOrder events were detected.

Clinical Event (cmb_0200.mlg)
@ No CRM_SrvExecuteError events were detected.
@ No significant DBAPI_FatalScriptErr events were detected.
© No QUE_Put events were detected.

BMDI Result Server (cmb_0237.mlg)
@ No CArrBMDIAcquiredResult::packAcq events were detected.

DI Inbound Client (cmb_0239.mlg)
@ The DI Inbound Client server is not logging any errors.

CS Charging Async (cmb_0320.mlg)
@ The CS Charging Async servers did not log any errors.
No CRM_SrvExecuteError events were detected.
No significant DBAPI_FatalScriptErr events were detected.
No QUE_Put events were detected.
No QUE_ CommitTransaction events were detected.
No ScriptError events were detected.
No DbExecScript events were detected.

(I < B < << (<

No Addltem_Failed events were detected.
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S

No Perform_Failed events were detected.

S

No Process_Failed events were detected.

S

No SrvCopy _Failed events were detected.

S

No BeginRequest_Failed events were detected.

WebsphereMQ

WebsphereMQ is what Millennium® uses for all of its persistent queues and can be used as a

replacement for its proprietary middleware. If these queues have capacity issues, they may pose clinical

or financial risks to the organization.

Exception Queues

@ The WebsphereMQ exception queues across all nodes have not reached a capacity that would

put clinical or financial data at risk.

© The Exception queue on both nodes have unprocessed and unpurged data from 24-Februrary-

2009 through 15-May-2009. There were 2,484 transactions in the Exception queues. These
represent lost orders and charges and incorrectly triggered ESO events. The following is a

breakdown of entries by Millennium queue name:

Destination Queue

# of Entries in Queue

CERN.FSI.HOLD_SERVICE 1,742
CERN.ORM.EXPLODECONTORDER001 274
CERN.CPMPROCESS 222
CERN.CPMSCRIPTASYNC 144
CERN.OAR.ORDERPROCESSASYNCH 36
CERN.ORM.ORDERWRITE 28
CERN.CS_SRVASYNC 22
CERN.EKS_ASYNCH_01 4
CERN.ORM.EXPLODECONTORDER 3
CERN.APSCASERETRIEVAL 2
CERN.CPMSCRIPTASYNC002 2
CERN.DCP.OUTPUT 2
CERN.CPMPROCESS001 1
CERN.CPMSRVAUDIT 1
CERN.EKS_ASYNCH_03 1

Queue Capacity Exceeded

A No queues are currently reaching their high depth limit. Note: During the morning of 28-May-

2009 02:53, CS_SRVASYNC reached 95.64% full.
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Oracle Clinical and Financial Risks

The Oracle database is where the clinical and financial data is stored. If the database experiences issues
that can prevent or delay the creation or modification of clinical or financial data, then timely and
appropriate actions should be taken.

A The triggers for generating this information were not installed, since this is an evaluation period.

Chart Format
The CHART_FORMAT table is used as a template for creating charts. If there are inconsistent symbols
across chart formats, then there can be misunderstanding of clinical data when treating the person.

© Inconsistencies were detected in the chart format symbols.
The following list of columns have different symbols depending upon which chart format is
utilized: corrected, critical, high, low, footnotes, blank_page_stmt, and reference lab flag.
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Clinical Queuing Inside Millennium®

Elements of the messaging system rely on processes managed by Millennium®, IBM WebsphereMQ
(MQ), Oracle, Charting, RRD, and the operating system to deliver information to the clinical end-users.
System anomalies can impact the retrieval of data by the interactive user. Without effective
management and maintenance of these system processes, clinical queuing will persist, which will impact
performance and throughput.

Millennium® Proprietary Middleware Queuing
Millennium® has proprietary messaging middleware components created by Cerner for the Millennium®

applications known as Shared Service Proxies (SSPs). There are several servers which appear to be
bottlenecking due to the lack of SSPs.

A Significant or consistent queuing was detected in the prior two weeks.

Millennium® Proprietary Middleware Table

SSP Queue
Depth>>> 0 1 2 3 4 5 >5
Time Time Time Time Time Time Time

Service name | hh:mm:ss | hh:mm:ss | hh:mm:ss | hh:mm:ss | hhimm:ss | hh:mm:ss | hh:mm:ss
cpmscript 657:13:03 8:23:27 0:30:30 0:13:00 0:13:00 0:12:00 5:04:00
cpm.scriptcac
he002 663:11:00 2:35:00 2:15:00 1:29:30 0:58:30 0:31:00 0:49:00
frn.trackingvie
w 665:56:34 2:20:56 1:27:30 0:55:00 0:33:30 0:20:30 0:15:00
dcpquerytasks | 668:44:30 1:30:00 0:51:00 0:26:00 0:09:30 0:05:30 0:02:30
event 670:18:30 1:26:30 0:01:00 0:00:30 0:00:00 0:00:00 0:02:30
WebsphereMQ Queuing

Millennium® uses several messaging middleware components, including IBM’s WebsphereMQ (MQ).
MQ is used for messages such as orders or clinical information that has to be updated. Newer versions

of Millennium® can be configured to use MQ as a supplement to their proprietary middleware.

© Significant or consistent queuing was detected in the prior two weeks.
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WebsphereMQ Table

M ueue
Depth>>>>>>>>>>>>>>>
>>>> 0 1 2 3 4 5 >5
Time Time Time Time Time
Time Time hh:mm:s | hhimm:s | hhimm:s | hhimm:s | hh:mm:
MQ Queue Name hh:mm:ss | hh:mm:ss s s s s ss

CERN.MESSAGINGASYN

C 630:38:44 18:43:56 8:06:20 3:34:11 2:22:34 1:37:38 | 6:44:37

CERN.CPMSRVAUDIT 638:00:42 18:05:03 3:18:06 1:29:58 0:51:00 0:38:30 | 9:24:41

CERN.CPMSRVAUDITOU

T 660:21:00 10:09:32 0:12:28 0:07:00 0:05:00 0:05:00 | 0:48:00

CERN.CPMPROCESS 667:55:40 3:40:50 0:08:00 0:02:00 0:00:30 0:00:00 | 0:01:00

CERN.CPMSCRIPTASYNC 668:36:57 2:51:03 0:09:00 0:01:00 0:01:00 0:01:00 | 0:08:00

CERN.SSREP.ORDERSQU

ERY 669:08:59 2:39:01 0:00:00 0:00:00 0:00:00 0:00:00 | 0:00:00

CERN.SSREQ.ORM.FSIOR

DERWRITESYNCH 668:32:28 1:33:32 0:42:30 0:24:00 0:18:30 0:11:00 | 0:06:00

CERN.SSREQ.CODEQUER

Y 652:36:30 1:31:30 1:12:00 1:09:30 1:07:00 0:58:00 | 13:13:30

CERN.CS_SRVASYNC 669:52:00 1:31:00 0:00:30 0:01:00 0:01:00 0:00:00 | 0:22:30

CERN.TASKASYNC 670:29:59 1:17:31 0:00:30 0:00:00 0:00:00 0:00:00 | 0:00:00

CERN.EKS_ASYNCH_03 669:28:18 1:16:42 0:33:00 0:19:00 0:05:30 0:04:00 | 0:01:30

CERN.SSREP.CPMSCRIPT

PRIVATE 670:38:00 1:10:00 0:00:00 0:00:00 0:00:00 0:00:00 | 0:00:00

CERN.DCP.OUTPUT 669:44:19 1:05:41 0:14:30 0:08:00 0:06:30 0:06:30 | 0:22:30

CERN.SSREP.MESSAGIN

G 670:42:30 1:05:30 0:00:00 0:00:00 0:00:00 0:00:00 0:00:00

Millennium® Chart Server Queuing

Millennium® contains a subsystem called Chart, which currently uses Microsoft's Word application to
create and print patient charts and other ad hoc documentation.

A Moderate queuing was detected in the prior two weeks.
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There were 11 chart servers doing in the seven days prior to the collection date for this report. Of these
servers, CHARTS has the highest throughput and the configuration/tuning of this server should be
replicated to the other chart servers.

The following actions should be taken to improve throughput of the chart servers:

1. Match CRM_RETRY on all 11 chart serves, 006 and 011 are set to 4 and the rest are set to 2.
2. Defragment the drives on at least a weekly basis.
3. Change the CYCLE_RATE from 100 to 50.
4. Chart server 003 has SAVE_FILE enabled put the other 7 non-Distribution chart servers do not
have this set.
Chart Queuing Table
Chart Type: | AdHoc Expedite Distribution | MRP
Duration of Analysis: | 250:59:42 | 250:59:42 250:59:42 | 250:59:42
Duration Spent with the following backlogs:
Backlog hh:mm:ss | Duration Duration Duration Duration
0| 243:35:00 | 231:27:38 245:45:10 | 244:49:43
1 1:30:00 11:06:20 4:10:30 3:25:00
2 0:00:00 4:10:45 0:40:43 0:35:00
3 0:00:00 1:25:00 0:18:20 0:15:00
4 0:05:00 0:40:00 0:00:00 0:10:00
5 0:00:00 0:05:00 0:05:00 0:10:00
>5 5:49:42 2:05:00 0:00:00 1:35:00
Total Time Backlogged 1 or more Charts 7:24:42 19:32:05 5:14:33 6:10:00

Millennium® RRD Queuing

Millennium® contains a subsystem called RRD (Remote Report Distribution) which currently uses Black
Ice and Millennium® Chart applications to create and fax patient charts and other ad hoc documentation
to locations that Millennium® cannot directly print to.

@ No significant or consistent queuing was detected in the prior two weeks.

EKS Queuing
Millennium® contains a subsystem called EKS (Expert Knowledge System) that is used to look for specific
values and conditions and provide this information back to the clinician.

<)

No significant or consistent queuing was detected in the prior two weeks.
DWH_PRINT_THROMBOSIS takes an average of 11 seconds to execute.
DWH_DISCH_NEWBORN takes an average of 10 seconds to execute
DWH_DAP_7NORTH, DWH_PRINT_MHEXPNOTICE, DWH_CKLIST_HOMEMEDS,
DWH_DAP_6NORTH take an average of 8 seconds to execute.

@ e e
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DWH_DAP_5FLR, DWH_DAP_9FLR, DWH_DAP_1SOUTH, DWH_ADMIT_MICU, DWH_DAP_8FLR,
DWH_ADMIT_M1SOUTH take an average of 7 seconds to execute.

DWH_ADMIT_MG6FLR, DWH_DAP_6FLR, DWH_ADMIT_J2B, DWH_ADMIT_J3AB,
DWH_POSTOP_4WEST1, DWH_ADMIT_M6NORTH, DWH_ADMIT_JICU take an average of 6
seconds to execute.

DWH_TRANS_HOMEMEDS, DWH_ADMIT_4WEST1, DWH_ADMIT_4WEST, DWH_ADMIT_MSFLR,
DWH_ADMIT_MS5FLR, DWH_ADMIT_JBIRTH, DWH_ADMITONCO take an average of 5 seconds
to execute.

DWH_ADMIT_4WEST, DWH_PRINT_RAPIDRESP, DWH_ADMIT_PEDS,
DWH_ABNORMAL_TEMP_ALERT take an average of 4 seconds to execute.

There are 28 rules that averaged 3 seconds to execute.

There are 28 rules that average 2 seconds to execute.

There are 172 rules whose average was 1 second or less.
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Clinical Queuing Outside Millennium®

Some elements of the messaging system reside outside of Cerner in the foreign systems. Known as Open
Engine, this technology handles data inbound and outbound to the Millennium® system, managing other
aspects of the electronic medical record as a whole. Queuing in these areas can impacttheend-u s er s
ability to receive the needed information in a timely manner.

FSI Queuing

Millennium® uses Oracle as a messaging subsystem. If there is queuing in this area, clinical and patient
demographic information may not be available to Millennium® users in a timely fashion, delaying
appropriate diagnostics and treatment.

O This was not tested.

FSI Queuing Table

ESO Queuing

Millennium® uses Oracle as a messaging subsystem. The ESO infrastructure is used to send transactions
out of Millennium® into one or more systems, for example, a billing system or
laboratory/radiology/PACS system. If there is queuing in this area, clinical and patient demographic
information may not be available to Millennium® users in a timely fashion, delaying appropriate
diagnostics and treatment.

O This was not tested.

ESO Queuing Table
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Consistency/Stability Issues

Maintaining consistent system configurations within the environment is a key to improving efficiency in

the clinical system. Consistency can improve overall stability, ensuring that Millennium® is meeting end-
user expectations with no disruptive behavior. If ignored, inconsistencies will lead to instabilities within

the system and will create frustration, decrease satisfaction, and promote errors in clinical workflow.

Millennium® Node Configuration

The following are key indicators in the consistency and stability of the Millennium® domain. When there
are variations in these configurations, there is typically a variation in clinical response time and fragility
in the domain, which could put the domain at a higher risk of failure.

Millennium® Node Availability
© This was not tested.

Millennium® Node Operating System (0S) version
© This was not tested.

Millennium® Node Console Version
O This was not tested.

Cluster Configuration
© This was not tested.

Millennium® Application Node Configuration
© This was not tested.

Open Engine Node Configuration
© This was not tested.

NIC Configuration
O This was not tested.

MQ version
© This was not tested.

CPU Count On Each Millennium® Node
© This was not tested.

Memory size on each Millennium® Node
© This was not tested.
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WebsphereMQ Configuration
The following is a list of MQ areas that are reviewed to ensure the consistency and performance of the
Millennium® domain.

QCP Configuration
© This was not tested.

MQ queues over 80% full
© This was not tested.

MQ queues without readers and writers
© This was not tested.

Queues without Readers and without Writers Table

MQ Replay Events
© This was not tested.

MQ Exception Queue Size Matches On All Application Nodes
© This was not tested.

MQ Inhibit Puts On Queues
© This was not tested.

Oracle Configuration
The following is a list of Oracle areas that are reviewed to ensure the consistency and performance of
the Millennium® domain.

Purge Template
© This was not tested.

Purges Being Run
O This was not tested.

Dm Sequences Not Cached To At Least 2,000
© This was not tested.

Oracle version being run
© This was not tested.

Oracle Absence Of Service
© This was not tested.

Init.ora/spfile Consistency
© This was not tested.
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Db Files Match On All Instances
© This was not tested.

Date Of Analysis Of Objects
© This was not tested.

Global Stats On Tables And Indexes
© This was not tested.

CPU Counts On The Database Nodes
© This was not tested.

V$session Connections Not v500
O This was not tested.

Dba Alert History
© This was not tested.

Resource Limit
© This was not tested.

RMAN Configuration Is Consistent
© This was not tested.

Undo Statistics Show No Ssolderrcnt
© This was not tested.

Dm Segments By Extents Shows No Object With More Than 1,200 Extents

© This was not tested.

Locally Managed Tablespaces
© This was not tested.

System Statistics
O This was not tested.

Millennium® Configuration

The following is a list of Millennium® areas that are reviewed to ensure the consistency and

performance of the Millennium® domain.

Server Thrashing/Cycling Servers
© This was not tested.

SCP Configuration Differences
e This was not tested.
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CPM Script Killtime
e This was not tested.

SCP LogLevels

The LoglLevel property is the mechanism for defining what kind of messages are written by each server

into the server’s message | og fil esbythesérieeforhi gher
actions performed by that server. The values for LoglLevel are 0 through 4.

LogLevel Meaning
0 Error messages only
1 Error and Warning messages
2 Error, Warning, and Audit messages
3 Error, Warning, Audit, and Informational messages
4 Error, Warning, Audit, Informational and Debug messages

The Default LoglLevel property is elevated.

O This was not tested.

O Allindividually set LoglLevels are 0.

VMS Properties on Non-VMS Nodes
VMS parameters on non-VMS domain/Unix parameters on a non-Unix domain.

© This was not tested.

OEN Configuration
© This was not tested.

Millennium® Message Log Analysis
© Empty MLG files. This was not tested.

There are X message log files wrapping in one day or less. Message logs that wrap in less than a day
represent significant disk 1/0, and can impact the overall performance of the system in addition to
making troubleshooting difficult. For a more detailed analysis of these message log files, see
Appendix C.

© This was not tested.

There are X message log files wrapping in less than 10 days, but more than one. Message Logs that
wrap in less than 10 days make it difficult to troubleshoot issues since the logs could wrap before
the appropriate investigation could be completed. For a more detailed analysis of these message log
files, see Appendix C.
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O This was not tested.

Dic.dat Synchronized Across Nodes

O This was not tested.

Ops Job concurrency
O This was not tested.

MQ DNS weight
© This was not tested.

DNS SRV priority
© This was not tested.

SCP ConnectBias
© This was not tested.

System.cerner Files
O This was not tested.

<Domain>.group.cerner Files
© This was not tested.

Bedrock Compliance
© This was not tested.

DM Combine Errors
© This was not tested.

CPM Process Errors
© This was not tested.
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Glossary

CCL

Cerner Command L an ggeremgtenpiogamiiegiangaage.’ CGL is pattetnedtafter
Structured Query Language (SQL). All Millennium® health information technology solutions use
CCL/Discern Explorer to select from, insert into, update into, and delete from a Millennium® database.
Usage of CCL allows Millennium® to remain independent of database-specific nuances of SQL syntax.
CCL provides unlimited possibilities to query and report on the Millennium® data.

Cerner

Cerner Corp., which manufactures Millennium®, is an international IT corporation in the healthcare
industry with more than 7,800 employees. As of June 2006, approximately 1,900 associates in the
United States and 300 associates in India were involved full-time in the software development aspect of
the company. Cerner has more than 6,000 clients worldwide. Cerner was founded in 1979 by Paul
Gorup, Cliff lllig, and Neal Patterson and is located in Kansas City, Missouri.

MLG

Message log files used within Millennium® are a fixed size (or number of records) and circular in nature.
This means that when all of the records within the file are used, it will start to overwrite the oldest
message in the log file.

Oracle
The Oracle database consists of a relational database management system (RDBMS) produced and
marketed by Oracle Corp. As of 2008, Oracle had become a major presence in database computing.

Qcp

Queue Control Panel refers to an executable that runs on each Millennium® application
node/lpar/vpar/npar/server and allows the management of the MQ queues running on that node and
on other nodes participating in the domain.

RDM

Reliable Datagram Model uses either the Message Journal Service (Cerner proprietary) or IBM MQ to
ensure that a transaction, like an order, is going to be able to be recovered in case of a nodal outage or
loss of database connectivity.

RRD
Remote Report Distribution is the Millennium® faxing solution.

SCP

Server Control Panel refers to an executable that runs on each Millennium® application
node/lpar/vpar/npar/server and allows the management of the executables running on that node and
on other nodes participating in the domain.

SenSage
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SenSage, Inc. creates security software that stores and analyzes event data or log records to detect
security incidents and fraud, meet compliance regulations, track insiders, and execute ad hoc forensic
investigations. The company sells directly to financial, telecommunications, retail, government, and
insurance organizations as well as through partnerships with HP, Cisco, McAfee, Cerner, and others.

Softek

Softek Solutions, Inc. was founded in 1995 by two friends with a singular vision —to create a company
built upon the principles of superior software development and uncompromised business ethics. This
combination has proven successful in attracting clients in the competitive medical software
marketplace. See www.softekinc.com.

SR
Service Request is a help-desk call number generated by email, through a web page, or by calling
SolutionWorks® at Cerner.

WebsphereMQ (MQ)

WebsphereMQ is IBM s queuing solution, which Mil!/l
persistent queuing (depending on code level and configuration). Basically, MQ is how an order moves

from the client to the Oracle database prior to updating the database with the order. MQ is a family of

net work communication software products | aunched
message-oriented middleware offering. It allows independent and potentially non-concurrent

applications on a distributed system to communicate with each other. MQ is available on a large

number of platforms (both IBM and non-IBM), including z/OS (mainframe), 0S/400 (IBM System i or

AS/400), Transaction Processing Facility, UNIX (AIX, HP-UX, Solaris), HP NonStop, OpenVMS, Linux, and

Microsoft Windows.
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